	For Hacker Ethics

Freedom of Information is the key purpose of the hacker ethic

-1984: hackers reveal a privacy flaw in a credit file; most people at the time didn’t know that information was gathered about them in a credit file.

-The web is not a physical entitity; couldn’t be interpreted as property, therefore the public should have access to such information.

-Hackers want to prevent a real-life version of 1984

Morality shift in the definition of hackers:

About Hackers who got caught:

Ex. Kevin Mitnick. Was sentenced to prison, twice. He should have kept a lower profile after he got caught the first time. He accessed emails, broke another rule in the hacker ethic. He eventually worked with the FBI and other security firms.

Hackers have a system of ethics. They are not entirely good or entirely bad. The hacker network is maintained through trust, and exercising fairness in gathering and sharing information with other hackers. Government intervention in hacking was caused by people who decide to disregard the hacker ethic in keeping themselves low-profile or in secrecy. The hackers had to change their system of ethics with a major government intervention.

The Computer as a New Medium of the 21st Century
-Cyberactivism and Hacktivism

Both were highlighted in the 1999 WTO’s Battle in Seattle Cyberactivism had activists setting up listservs and website to alert the world’s equal need in shelter, water, food, and other resources. Virtual sit-in’s were also staged Hacktivism involves hackers vandalizing websites that do not care for their causes; an extreme example.

-The computer is a becoming a new medium in promoting social causes

Hackers are a benefit
-A computer security graduate student set up a website to prove that terrorists can make fake boarding passes; emphasizes that we are not secure as we thought

-Article about computer scientists should go to hacker conferences: both sides are equally capable in dissecting computer technology to improve the computer’s function and aesthetics. Both sides should open up dialogue to reduce stigma in the hacker culture and to assure the public that hackers are actually more into the grey zone, than in black and white.

-Overall: hackers should be looked at through a case-by-case basis. Some hackers expose security flaws and they should not be charged with any crime, if it benefits the public (utilitarian)

	Against Hacker Ethics
Kant’s Philosophy

-According to German philosopher Immanuel Kant (1724-1804) ethics are determined by the action rather than the intent or outcome. Kantianism represents a moral ideal that action out weighs consequence. All actions should be guided by moral laws, and these laws are universal.
-Kantianism states what we want is of no importance, but rather duty is what counts. Hacking into systems to gain knowledge of the software or to point out flaws is wrong, even if no damage is done to the system. Breaking and Entering- if you break into someone’s house, but don’t take anything or break anything you are still committing a crime.

Legislation Against Hacking

-Information is property, deemed so by the United Kingdom, with The Criminal Damage Act of 1971. An offender in the UK was convicted of property damage even though the property was not tangible and the damage could only be determined by the machine. The Computer Misuse Act of 1990 was later developed to clarify the terms 
“unauthorized access” and “data modification” and make these crimes easier to prosecute.

-Some information on the internet is made accessible to the public but should not be destroyed or edited without authorization. Other information that is not purposefully made accessible ie. Account numbers and personal information should not be sought after regardless of one’s intentions.
-International groups like the United Nations and the Council of Europe are writing legislation that applies internationally. They define three types of Cybercrime as using a computer as a:

target- spreading viruses

tool- using a computer to commit traditional crimes 

accessory- to store illegal or stolen information. 

Hacker’s Subculture

-Hackers design this subculture and trust system so they don’t get caught. One of the principles of Hacker Ethics is to keep a low profile and not to brag about what you are doing so you are not a target of authorities. Another principle is not to narc on a fellow hacker if you are caught. This shows that hackers know what they are doing is wrong and they develop a system of “cultural norms” to avoid prosecution.
- Hactivism violates people’s first amendment rights of Freedom of Speech. If you want your political views heard you can create you own website or blog rather than editing the site of a political group. According to Kant, no ones rights should be taken at the expense of another’s because all of mankind is equal.


